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Source: www.datasciencecentral.com/profiles/blogs/artificial-intelligence-vs-machine-learning-vs-deep-learning
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• Performance per watt on various architectures

CPU 1.5 GOPs/W

GPU 24.0 GOPs/W

ASIC 452 GOPs/W

Brain 20 PetaOPs @20W

• Wasted energy moving data

processor  memory

• Brain has CIM architecture

analog, asynchronous, event-driven

• AI is trending towards approximate computing

 Leading-edge nm SoC
 Processor + HBM SiP

Giga = 109

Peta = 1015

= 1M Giga
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 Variability and reliability 
issues remain to be solved

 But new device types are 
coming



Source: METIS

 Leading-edge nm SoC
 Advanced DSP + AIP
 mmWave (6~100 GHz) RF
 MIMO, antenna in package

MediaTek integrated

Fan-Out (MiFO)
PMIC + AiP



• Hard and Expensive!

• Testing of SoC and SiP as individual components

• Testing the complex end-use system containing the components

Source: McKinsey

Self-driving car

• Electro-mechanical

• HW + SW

• Optical, RF, GPS

• Networking

• Integrated decisions



• Increased process variation and aging effects

• Power restrictions shrink operating margins

• More subtle escapes into system – “marginal defects”

• KGD assembly, interconnect, test access

• Multi-domain: analog, digital, optical, mechanical

• Power and thermal integrity

• Non-matched component interactions

• Failure diagnosis





• Short answer: NO

• Does not guarantee quality and reliability of the integrated system

• Dramatic increase in system complexity!

– SoC, SiP hardware devices

– Embedded software, HW/SW interactions

– Additional requirements related to safety and security

Carmakers traditionally have left verification, validation and testing
of chips and subsystems to their suppliers. … But as the amount of
electronic content increases and the complexity of these systems grows,
not to mention the deployment of these devices in safety-critical systems,
carmakers are taking on a much bigger role to ensure these components
work in the context of other systems.



• Deep-nm: structural testing wall ~500 DPPM

• Less control of process & lithography variations

 Marginal Defects

• Failure only under certain (Volt, Temp, Workload) conditions

• Escape production scan test under stable ATE environment

• Multi-core/power/clock design complexity

• SW interact with weak HW under tight power supply margin

• Structural DFT blocks system-level interactions

 Test Gap

• Cross-domain interactions, stressed scenarios



Courtesy: Zoe Conroy, Cisco



• Unanticipated scenarios involving marginal HW & SW

• Application-dependent, compound failing causes

Distinguished manufacturing engineer at Cisco,

Bill Eklow examines application-enabled defects …

https://youtu.be/rbQGpslB7rE

… scaling gives rise to design complexity 

and more subtle defects

… system failures due to escapes from ATE 

running traditional tests, i.e., NTFs

Ex: soft errors induced by particular 

application’s memory access 

behavior

… need new system-level test and 

diagnosis methods



A complex system of systems

• external interactions

• internal monitoring

• self regulation & healing

Same principles should guide the future role of test

• external functions

• embedded sensors everywhere

• continuous testing, adapt, repair

It’s already started …
Human brain     DL neural network

autonomic nervous
& immune systems



C-W. Wu, et al., “Symbiotic system models for efficient IOT 
system design and test,” ITC-Asia 2017.
B-Y. Lin, et al., “Highly reliable and low-cost symbiotic IOT devices 
and systems,” ITC 2017.

Symbiotic primary P and secondary S

P: system function

S: monitor P, test, repair

A. Jantsch, et al., “Self-Awareness in Systems on Chip - A Survey,” 
IEEE Design & Test, vol. 34, no. 6, pp. 8-26, Nov. 2017.



• Augment, not replace structural test

• Run system application scenarios (system functional test)

• Catch subtle escapes (save reputation, RMA expense)

• ATE (LV) overkill recovery (boost test yield)

• But SLT has associated costs

• Test development, debug, diagnosis

• Potentially limits volume throughput if long test times

(addressed by massively parallel SLT platforms @5000 UPH)



Fault model

Fault coverage

DFT

ATPG

Failure

SA, TD
(IDDQ/BR/SDD/CA)



SCAN, BIST



Deterministic

Structural Test

X

X

X

X

no-trouble-found

hard to diagnosis

SLT

SA = stuck-at

TD = transition delay

IDDQ = CMOS static leakage

BR = interconnect bridging

SDD = small delay defect

CA = cell aware



1. System-level fault model

• Coverage, fault simulation, ATPG

2. System-level DFT

• Reduce error latency

• More accurate diagnosis

3. System-level data analytics

• Enable adaptive SLT



• Not “fault at single fixed location”

• Faulty behavior is probabilistic

• Focus on likely scenarios of faulty behavior

• Implicated components and their interactions

• Create targeted patterns to exercise scenarios

Random soft bit errors 

during memory access

in some application 

scenarios

LOGIC
(pass scan)

MEMORY
(pass MBIST)



• Components

• Resources

• Dependencies

• Constraints

• Actions

• Scenarios

Not low structural level

Source: PERSPEC model, Cadence Design Systems



PSS = Portable

Test and

Stimulus

Standard

Accellera

 IEEE



• Complex system failures pose difficulties

• Big effort to attribute to SW (80%) or HW causes

• Long error latency impedes accurate diagnosis

• SL-DFT adds controllability and observability without 
disrupting normal system operation

• Embedded sensors and logic for system profiling and 
post-silicon debug

• Embedded SW can be made self-checking to reduce 
error latency and enable better diagnosis



Subhasish Mitra, Stanford University

• Various SW instrumentation techniques to reduce error latency

• Add small HW checkers for faster performance 

Error Detection using Duplicated Instructions for Validation



• Build SL-FM scenarios

• Failure diagnosis 
aided by SL-DFT

• Test gaps

• Margin analysis

• SL-TG produce short & 
targeted patterns to 
cover SL-FM scenarios



Adaptive SLT  cost, quality

Courtesy: Zoe Conroy, Cisco

• Sharing data 
across the 
supply chain

• Require trust 
relationship to 
exist among the 
players

• What if 
component 
suppliers also 
compete with 
each other?



Can wireless alleviate wafer probe test

• High volume of test data generated by embedded sensors

• Probe size/pitch/count are already under heavy strain

• Why not wireless test data access? To complement probe, not replace

S. Shamim, et al., “A Wireless Interconnection Framework for 
Seamless Inter and Intra-chip Communication in Multichip 
Systems,” IEEE Trans. on Computers., vol. 66, no. 3, pp. 389-
402, Mar. 2017.

Y-T. Hsing, et al., “Economic Analysis of the HOY Wireless 
Test Methodology,” IEEE Design & Test, vol. 27, no. 3, pp. 20-
30, May 2010.



• Complex AI/5G-based systems pose an enormous test challenge 

• Existing test methods become too costly to scale up

• Must shift to system-oriented approach to test

• Explore radical opportunities or prepare to be disrupted

• AI + 5G may also provide boost to big test data analytics

• System-orientation will require more trust and collaboration


